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Master City of San José Consultant Agreement
(Non-Capital Projects)
This Master Agreement is between the City of San José, a municipal corporation (“City”), and Global
Solutions Group, Inc., a Michigan corporation registered to conduct business in the State of California
(“Consultant”).
This Master Agreement is made and entered into on ____________________ (“Contract Date”).

THE CITY AND CONSULTANT AGREE AS FOLLOWS:
1. AGREEMENT SCOPE
1.1

General: The Consultant will provide professional consulting services to the City on an as-needed
basis pursuant to individual service orders issued in accordance with the terms and conditions of
this Master Agreement. The type of professional consulting services the Consultant will provide
can be described generally as: As Required Supplemental Advanced Cybersecurity Services.

1.2

Exhibits: This Master Agreement consists of this agreement form, all Approved Service Orders
(defined in Subsection 3.2 below), and the following exhibits, which are incorporated herein by
reference:
Exhibit A:

Approved Service Order Form

Exhibit B:

Schedule of Rates and Charges

Exhibit C:

Insurance Requirements

Exhibit D:

Schedule of Specific Services

Exhibit E:

Information Technology and Security Requirements

Exhibit F:

Privacy and Disclosure Policy

1.3

Director: “Director” means the Director of Finance or the Director’s designee.

1.4

Business Days: “Business Day” and “Business Days” means the day(s) on which City Hall is open
to conduct regular business with the public.

1.5

Entire Agreement: This Master Agreement is the final, complete and exclusive understanding of
the parties as to the matters contained herein. It supersedes all prior communications and
understandings regarding such matters.

1.6

Amendments: This Master Agreement may be modified only by a written amendment executed
by the parties.

2. AGREEMENT TERM
The term of this Master Agreement is from the Contract Date to June 30, 2025, inclusive, unless terminated
earlier pursuant to Section 19 below.
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3. SERVICE ORDERS
3.1

General: The Consultant will provide professional services to the City as set forth in Exhibit D and
as further described pursuant to individual service orders. Each service order will describe the
services and deliverables (collectively “Work”) the Consultant must provide the time limit within
which the Consultant must complete the Work and the compensation for the Work.

3.2

Approved Service Order: The City will not compensate the Consultant for any Work until the
Director has executed the service order for such Work (“Approved Service Order”).

3.3

Obligation to Issue: The City has no obligation to issue any Approved Service Orders under this
Master Agreement. The City may issue any number of Approved Service Orders provided that the
sum of the maximum compensation of all Approved Service Orders cannot exceed the Maximum
Total Compensation (defined in Subsection 10.1 below).

3.4

Preparation: Each Approved Service Order will be in substantially the form specified in Exhibit A.
Subject to the terms and conditions of this Master Agreement, the Consultant and the City will
negotiate the specific requirements of each Approved Service Order.
3.4.1

Director’s Request to Prepare Proposal: The Director will request the Consultant to
prepare a written service order proposal. The Director will either request the Consultant to
include a draft scope of Work in its proposal, or provide the Consultant with a draft scope
of Work upon which the Consultant must base its proposal.

3.4.2

Meeting/Site Inspection: As part of the Director’s request for the Consultant to prepare
a service order proposal, the Director may require the Consultant to meet to discuss the
scope and location of the Work, the schedule of performance, and any other relevant
details.

3.4.3

Consultant Proposal: The Consultant will prepare a written service order proposal in
accordance with the Director’s request. The Consultant will provide the proposal in both
paper and electronic form. The proposal must include, but is not limited to, the following:
The proposed scope of Work;
The name and assignment of each of Consultant’s professional employees who will be
principally responsible for performing the Work;
The names of any subconsultants the Consultant would use and the portion of Work
they would perform;
A time schedule and cost for providing the Work; and
Any other information requested by the Director.

3.4.4
3.5

Final Service Order: Once the Consultant and the Director agree on the terms and
conditions of the proposed service order, the City will prepare the final service order.

Incorporation of Terms and Conditions: Each Approved Service Order incorporates the terms
and conditions of this Master Agreement, and becomes a part of this Master Agreement.
3.5.1

No Conflicts: An Approved Service Order must be consistent with and cannot alter the
terms and conditions of this Master Agreement.

3.5.2

Agreement Controls: The terms and conditions of this Master Agreement control over
the terms and conditions contained in an Approved Service Order – even if the Approved
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Service Order expressly states that it is intended to control. Any conflicting terms and
conditions in an Approved Service Order are invalid and unenforceable.
3.6

Performance: Subject to Subsection 3.5 above, the Consultant must perform the Work in
accordance with the specific requirements of the Approved Service Order. The Consultant must
coordinate and cooperate with City staff, consultants and contractors in performing the Work, and
must perform the Work to the Director’s satisfaction.

4. INTENTIONALLY OMITTED
5. CITY’S CONTRACT MANAGER
Attachment B of each Approved Service Order will identify the City’s contract manager. The City can
change its contract manager by providing the Consultant with written notice.

6. CONSULTANT’S STAFFING
6.1

Consultant’s Contract Manager and Other Staffing: Attachment B of each Approved Service
Order will identify the following:
The Consultant’s contract manager, and
The Consultant(s) and/or employee(s) of the Consultant principally responsible for providing
the Work.
Attachment B will also indicate whether any of the identified persons are required to file a Statement
of Economic Interests, Form 700 (“Form 700”), provided that the individual does not have a current
Form 700 on file with the City Clerk for a separate agreement with the City. Anyone required to file
a Form 700 must do so in accordance with the requirements of Subsection 17.2 below.

6.2

Contract Manager’s Authority: The Consultant’s contract manager must be authorized to act on
behalf of the Consultant for purposes of decisions regarding the Approved Service Order.

6.3

Staffing Changes: The Director’s prior written approval is required for the Consultant to remove,
replace or add to any of its staffing identified in Attachment B of an Approved Service Order.

7. USE OF SUBCONSULTANTS
7.1

Authority to Use: Attachment B of each Approved Service Order will state whether or not the
Consultant can use subconsultants to provide any part of the Work. If Attachment B does not
authorize the Consultant to use subconsultants, then the Director’s prior written approval is required
for the Consultant to use a subconsultant to perform any part of the Work.

7.2

Use of Subconsultants: If Attachment B of an Approved Service Order authorizes the use of one
or more subconsultants, then it will identify the name of each such subconsultant and the portion
of Work each such subconsultant will perform. The Director’s prior written consent is required for
the Consultant to remove, replace or add to the subconsultants identified in Attachment B.

7.3

Subconsultant Work: The Consultant warrants all services and deliverables provided by any
subconsultant it uses, and represents that each such subconsultant is specially trained,
experienced, and competent to perform its portion of the Work.

8. INDEPENDENT CONTRACTOR
8.1

General: The Consultant has complete control over its operations and employees and is an
independent contractor. The Consultant is not an agent or employee of the City and does not
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represent or act as the City’s agent or employee. The Consultant does not have any rights to
retirement benefits or other benefits accruing to City employees, and expressly waives any claim it
may have to any such rights.
8.2

Subcontractors: As an independent contractor, the Consultant has complete control over its
subconsultants, subcontractors, suppliers, agents and any other person or entity with whom the
Consultant contracts in furtherance of this Master Agreement and/or any Approved Service Order
(collectively “Subcontractors”). Subject to the requirements of Section 7 above, the Consultant is
solely responsible for selecting, managing and compensating its Subcontractors, and for ensuring
they comply with this Master Agreement.

8.3

Indemnity: The Consultant shall place in each Subcontractor agreement indemnity obligations in
favor of the City in the exact form and substance of those contained in Section 11 below.

9. STANDARD OF PERFORMANCE
The Consultant represents that it will only perform Work for which it possesses all necessary training,
licenses and permits. The Consultant represents that its performance of all such Work will conform to the
standard of practice of a professional that specializes in performing professional services of a like nature
and complexity.

10. COMPENSATION
10.1

Maximum Compensation: There is a maximum compensation for this Agreement and a separate
maximum compensation for each Approved Service Order.
10.1.1 Maximum Total Compensation – Agreement:
The maximum total, aggregate
compensation the City will pay the Consultant for all professional fees, costs and expenses
for all Approved Service Orders issued under this Master Agreement shall not exceed
$500,000 (“Maximum Total Compensation”).
10.1.2 Maximum Compensation – Service Order: The cover page of each Approved Service
Order will specify the maximum amount payable to the Consultant for all professional fees,
costs and expenses related to the Consultant providing the Work (“Maximum Service Order
Compensation”). The Consultant shall complete all Work required by the Approved Service
Order for no more than the Maximum Service Order Compensation.

10.2

Exhibit B – Schedule of Rates and Charges: Exhibit B sets forth a schedule of the Consultant’s
rates and charges (“Schedule of Rates and Charges”) that applies to any services provided in an
Approved Task Order on a time and materials basis. The Schedule of Rates and Charges is subject
to the following requirements:
10.2.1 Premium Pay: “Premium Pay” is a special pay rate for working during times that are less
desirable, such as weekends, holidays or late shifts. The City will not pay the Consultant
Premium Pay.
10.2.2 No Increases: The City will not increase the Schedule of Rates and Charges during the
Master Agreement term.
10.2.3 Conflict: In the event of a discrepancy between this Section and the Schedule of Rates
and Charges, this Section governs.

10.3

Compensation Table: Attachment C of each Approved Service Order is a compensation table
setting forth the manner in which the City will pay the Maximum Service Order Compensation
(“Compensation Table”). Each Compensation Table is subject to the terms and conditions set forth
below in Subsections 10.4 through 10.7.
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10.4

Compensation Table – Part 1: Part 1 of the Compensation Table addresses compensation for
the various tasks performed in accordance with the Approved Service Order. The following terms
and conditions apply to Part 1 of the Compensation Table.
10.4.1 Task Numbers (Column 1): Column 1 sets forth the task number(s) for which the City will
compensate the Consultant. Each task number corresponds to the same task number in
Attachment A of the Approved Service Order. If a task number included in Attachment A
is not included in the Compensation Table, then the City will not compensate the
Consultant separately for that task, and payment for such task is deemed included in the
other task(s) for which the Consultant is receiving compensation.
10.4.2 Basis of Compensation (Column 2): Column 2 identifies whether the City will pay the
Consultant for the task(s) on a time-and-materials basis or on a fixed-fee (lump-sum) basis.
10.4.3 Invoice Period (Column 3): Column 3 identifies when the Consultant must submit its
invoice for payment. If invoicing is monthly, the Consultant must submit its invoice to the
City by the 10th Business Day of each month for Work completed during the previous
month. If invoicing is upon the completion of a task or group of tasks, the Consultant must
submit its invoice to the Director within 20 Business Days following completion of the
task(s) to the Director’s satisfaction. If invoicing is upon the completion of all Work, the
Consultant must submit its invoice to the Director within 20 Business Days following
completion of all Work to the Director’s satisfaction.
10.4.3.1 Invoice: Each invoice must include sufficient information and supporting
documents to establish to the Director’s satisfaction that the Consultant is
entitled to the payment requested. The City will pay the undisputed portion of
the invoice amount within 20 Business Days of the Director’s approval of such
undisputed amount.
10.4.3.2 Invoices Based on Time and Materials: If time and materials is the basis of
compensation, then the Consultant will base its invoice on the hours,
professional fees, costs, and charges associated with the Work completed
during the invoice period. If the Consultant is entitled to reimbursable expenses
and/or separate payment for subconsultant costs, the invoice will include such
expenses and/or costs associated with the Work completed during the invoice
period. The City will compensate the Consultant in accordance with the
Schedule of Rates and Charges attached to this Master Agreement as Exhibit
B.
10.4.3.3 Monthly Invoices Based on Fixed Fee: If the Consultant invoices monthly for
a “fixed fee,” then the Consultant will base its monthly invoice on the percentage
of Work completed during the previous month. If the Consultant is entitled to
reimbursable expenses and/or separate payment for subconsultant costs, the
invoice will include such expenses and/or costs incurred during the previous
month.
10.4.4 Compensation (Column 4): Column 4 sets forth the total compensation the City will pay
the Consultant for completing the task(s).
10.4.4.1 Time & Materials: If time and materials is the basis of compensation, then the
amount in Column 4 is a “not-to-exceed” or maximum amount. Any hours
worked for which payment would result in a total exceeding the amount in
Column 4 is at no cost to the City. If the Consultant completes the task(s) for
less than the amount set forth in Column 4, the Director (in the Director’s sole
discretion) may use the cost savings to increase the budget of another task. The
Director must authorize such reallocation of cost savings in writing.
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10.4.4.2 Fixed Fee: If “fixed fee” is the basis of compensation, then the Consultant must
complete the task(s) for the amount set forth in Column 4. Any hours worked for
which payment would result in a total exceeding the amount in Column 4 are at
no cost to the City.
10.5

Compensation Table – Part 2: Part 2 of the Compensation Table indicates whether or not the
City will reimburse the Consultant separately for expenses incurred in providing the Work. The
following terms and conditions apply if the City reimburses the Consultant separately for expenses.
10.5.1 Subconsultants: The cost of subconsultants is not treated as a reimbursable expense.
Subsection 10.6 below addresses payment for the cost of subconsultants.
10.5.2 Maximum Amount of Reimbursable Expenses: The City will reimburse the Consultant
for expenses up to the maximum amount set forth in the last column of Part 2. Any
expenses that the Consultant incurs in excess of the stated maximum are at no cost to the
City.
10.5.3 Expenses That Are Reimbursable: Any reimbursement to the Consultant is limited to
the expenses set forth below in the Reimbursable Expense Schedule. The City will
reimburse these expenses at actual cost only unless a markup is specified.
Reimbursable Expense Schedule

10.6

Mark Up

1.

The cost of mailing, shipping and/or delivery of any documents or materials.

No Markup

2.

The cost of photographing, printing, reproducing and/or copying any
documents or materials.

No Markup

3.

Telephone and facsimile transmission charges.

No Markup

4.

The rental of any specialized equipment to the extent the City’s contract
manager has preapproved, in writing, the cost of such rental.

5.

With the written pre-authorization of the City’s contract manager, mileage,
and other travel-related expenses to the same extent that the City
reimburses its employees pursuant to the Employee Travel Policy (City
Policy Manual, Sections 1.8.2 and 1.8.3). The Consultant acknowledges
that it has received a copy of Sections 1.8.2 and 1.8.3 and is familiar with
these sections of the Employee Travel Policy.

6.

Any expenses expressly identified as being reimbursable in the Schedule of
Rates and Charges or in an Approved Service Order.

As specified,
not to exceed
10%
No Markup

As specified,
not to exceed
10%

Compensation Table – Part 3: Part 3 indicates whether the City will compensate the Consultant
separately for subconsultant costs incurred in providing any part of the Work. If the City will
compensate the Consultant for subconsultant costs, the City will do so in accordance with the
following terms and conditions.
10.6.1 Actual Costs: The Consultant can invoice the City for no more than the actual cost of
each subconsultant plus a specified markup not to exceed 5 percent.
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10.6.2 Schedule of Rates and Charges: Any subconsultant rates and charges set forth in the
Schedule of Rates and Charges must be the subconsultant’s actual rates and charges
exclusive of any markup. The City will compensate the Consultant in accordance with
those rates and charges.
10.6.3 Maximum Amount: For each Approved Service Order, the City will compensate the
Consultant for all subconsultants in a total amount not to exceed the amount set forth in
the last column of Part 3. Any additional subconsultant costs that the Consultant incurs in
excess of the specified maximum amount are at no cost to the City.
10.7

Intentionally Omitted.

10.8

Tax Forms Required: The following are conditions on the City’s obligation to process any payment
under the Master Agreement or any Approved Service Order:
10.8.1 U.S. Based Person or Entity: If the Consultant is a U.S. based person or entity, the
Consultant acknowledges and agrees that the Consultant is required to provide the City
with a properly completed Internal Revenue Service Form W-9 before the City will process
payment. If the Consultant is a U.S. based person or entity but has neither a permanent
place of business in California nor is registered with the California Secretary of State to do
business in California, the Consultant acknowledges and agrees that the Consultant is
required to provide the City with a properly completed California Franchise Tax Board form
related to nonresident withholding of California source income.
10.8.2 Non-U.S. Based Person or Entity: If the Consultant is not a U.S. based person or entity,
the Consultant acknowledges and agrees that the Consultant is required to provide the City
with the applicable Internal Revenue Service form related to its foreign status and a
California Franchise Tax Board form related to nonresident withholding before the City will
process payment.

11. INDEMNIFICATION
11.1

Obligation: The Consultant shall defend, indemnify and hold harmless the City and its officers,
employees and agents against all claims, losses, damages, injuries, expenses or liabilities that –
directly or indirectly, or in whole or in part - arise out of, pertain to, or relate to any of the following:
The Consultant’s negligent performance of all or any part of the services or deliverables
provided pursuant to an Approved Service Order; or
Any negligent act or omission, recklessness or willful misconduct of the Consultant, any of its
Subcontractors, anyone directly or indirectly employed by either the Consultant or any of its
Subcontractors, or anyone that they control; or
Any infringement of the patent rights, copyright, trade secret, trade name, trademark, service
mark or any other proprietary right of any person(s) caused by the City’s use of any services,
deliverables or other items provided by the Consultant pursuant to an Approved Service Order;
or
Any breach of this Master Agreement.

11.2

Limitation on Obligation: The obligation in Subsection 11.1 above does not apply to the extent
that any claim, loss, damage, injury, expense or liability results from the sole negligence or willful
misconduct of the City or its officers, employees or agents.

11.3

Duty to Defend: The Consultant’s obligation in Subsection 11.1 above applies to the maximum
extent allowed by law and includes defending the City, its officers, employees and agents as set
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forth in Sections 2778 and 2782.8 of the California Civil Code. Upon the City’s written request, the
Consultant, at its own expense, shall defend any suit or action that is subject to the obligation in
Subsection 11.1 above.
11.4

Insurance: The City’s acceptance of any insurance in accordance with Section 12 below does not
relieve the Consultant from its obligations under this Section 11. The Consultant’s obligations
under this Section 11 apply whether or not the insurance required by the Master Agreement covers
any damages or claims for damages.

11.5

Survival: The Consultant’s obligations under this Section 11 survive the expiration or earlier
termination of the Master Agreement.

12. INSURANCE REQUIREMENTS
12.1

General: The Consultant shall comply with the insurance requirements set forth in Exhibit C for
the Master Agreement term.

12.2

Documentation: Before performing any services, the Consultant must submit to the City’s
designated risk manager ("Risk Manager"), for the Risk Manager’s written approval, all documents
demonstrating compliance with the requirements of Exhibit C.

12.3

Changes: The Risk Manager may amend or waive, in writing, any of the requirements contained
in Exhibit C.

13. OWNERSHIP OF WORK PRODUCT
13.1

Ownership: The City owns all rights in and to any of the following types of work product (including
electronic equivalents) without restriction or limitation upon their use immediately when and as
created by the Consultant or any other person engaged directly or indirectly by Consultant to
perform Consultant’s services pursuant to an Approved Service Order: reports, drawings, plans,
specifications, data, software, models, documents or other materials developed or discovered
(collectively “Work Product”).

13.2

Copyright: To the extent permitted by Title 17 of the United States Code, the Work Product is
deemed a work for hire and all copyrights in such Work Product are the property of the City. In the
event it is ever determined that any Work Product is not a work for hire under United States law,
the Consultant hereby assigns to the City all copyrights to such works when and as created.

13.3

Intentionally Omitted

13.4

Consultant’s Reuse: With the Director’s prior written consent, the Consultant may retain and use
copies of the Work Product for reference and as documentation of experience and capabilities.

14. DISCLOSURE OF WORK PRODUCT
14.1

Prohibition: Except as authorized by the Director or as otherwise required by law, the Consultant
shall not disclose any of the following to a third party: (a) Work Product, (b) discussions between
the City and Consultant, or (c) information prepared, developed or received by the Consultant or
any of its Subcontractors in the course of performing any Work.

14.2

Notification: The Consultant will immediately notify the Director if it is requested by a third party
to disclose any Work Product, discussions or information that the Consultant is otherwise prohibited
from disclosing.

14.3

Limit on Prohibition: The prohibition in Subsection 14.1 above does not apply to disclosures by
and between the Consultant and its Subcontractors that are needed to perform any Work.
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14.4

Survival: This Section 14 survives the expiration or earlier termination of this Master Agreement.

15. AUDIT/INSPECTION OF RECORDS
15.1

Retention Period: The Consultant shall retain the following records (collectively “Records”) for a
minimum of 3 years from the date of the City’s final payment to the Consultant under this Master
Agreement or for any longer period required by law:
All ledgers, books of accounts, invoices, vouchers, canceled checks, and other records relating
to the Consultant’s charges for performing services, or to the Consultant’s expenditures and
disbursements charged to the City; and
All Work Product and other records evidencing Consultant’s performance.

15.2

Producing Records: At any time during the Master Agreement term or during the period of time
that the Consultant is required to retain the Records, the City Manager, the Director, the City
Attorney, the City Auditor, or a designated representative of any of these officers may request, in
writing, production of all or a portion of the Records. The Consultant shall produce the requested
Records at City Hall during normal business hours, or at any other location and time mutually
agreed upon by the parties. The Consultant shall produce the requested Records at no cost to the
City.

15.3

State Auditor: In accordance with Government Code Section 8546.7, the Consultant may be
subject to audit by the California State Auditor with regard to the Consultant’s performance of this
Master Agreement if the compensation of the Maximum Total Compensation exceeds $10,000.

16. NONDISCRIMINATION/NON-PREFERENCE
16.1

Prohibition: The Consultant shall not discriminate against or grant preferential treatment to any
person on the basis of race, sex, color, age, religion, sexual orientation, actual or perceived gender
identity, disability, ethnicity or national origin. This prohibition applies to recruiting, hiring, demotion,
layoff, termination, compensation, fringe benefits, advancement, training, apprenticeship and other
terms, conditions, or privileges of employment, subcontracting and purchasing.

16.2

Intentionally Omitted

16.3

Subcontracts: The Consultant shall include the above Subsection 16.1 in each subcontract that it
enters into in furtherance of this Master Agreement.
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17. CONFLICT OF INTEREST
17.1

General: The Consultant represents that it is familiar with the local and state conflict of interest
laws, and agrees to comply with those laws in performing this Master Agreement. The Consultant
certifies that, as of the Contract Date, it was unaware of any facts constituting a conflict of interest
or creating an appearance of a conflict of interest. The Consultant shall avoid all conflicts of interest
or appearances of conflicts of interest in performing this Master Agreement. The Consultant has
the obligation of determining if the manner in which it performs any part of this Master Agreement
results in a conflict of interest or an appearance of a conflict of interest, and shall immediately notify
the City in writing if it becomes aware of any facts giving rise to a conflict of interest or the
appearance of a conflict of interest.

17.2

Filing Form 700: In accordance with the California Political Reform Act (Government Code
Section 81000 et seq.), the Consultant shall cause each person performing services under this
Master Agreement, and identified in Attachment B of an Approved Service Order as having to file
a Form 700 to do each of the following:
Disclose the categories of economic interests in Form 700 as required by the Director;
Complete and file the Form 700 no later than 30 calendar days after the date the person begins
performing services under the Approved Service Order and all subsequent Form 700s in
conformance with the requirements specified in the California Political Reform Act; and
File the original Form 700 with the City’s Clerk with a copy submitted to the Director.

17.3

Future Services: The Consultant acknowledges each of the following with regard to performing
future services for the City:
The Consultant’s performance of Work in an Approved Service Order may create an actual or
appearance of a conflict of interest with regard to the Consultant performing or participating in
the performance of some related future services, particularly when the Work in an Approved
Service Order comprises one element or aspect of a multi-phase process or project;
Such an actual or appearance of a conflict of interest would be a ground for the City to disqualify
the Consultant from performing or participating in the performance of such future services; and
The Consultant is solely responsible for considering what potential conflicts of interest, if any,
performing Work in an Approved Service Order might have on its ability to obtain contracts to
perform future services.

17.4

Violations: The Consultant’s violation of Subsections 17.1 or 17.2 above is a material breach.

18. ENVIRONMENTALLY PREFERABLE PROCUREMENT POLICY
18.1

General: The Consultant shall perform its obligations under this Master Agreement in conformance
with City Council Policy 1-19, entitled “Prohibition of City Funding for Purchase of Single Serving
Bottled Water,” and City Council Policy 4-6, entitled “Environmentally Preferable Procurement
Policy.”

18.2

Prohibition of City Funding for Purchase of Single Serving Bottled Water: The City’s policy
is that City funds should not be used for the purchase of single-serving bottled water except for any
of the following:
Public safety emergencies, investigations and extended deployments or activation of the Office
of Emergency Services;
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Situations where there is a high risk of cross-contamination with non-potable water; or
Situations where there are no reasonable alternatives to bottled water, such as large public
events and when large quantities of water need to be distributed for health and safety reasons.
An invoice seeking reimbursement from City for the cost of single-serving bottled water under one
of the above exceptions must be accompanied by a waiver form provided by the City and signed
by the Director.
18.3

Environmentally Preferable Procurement Policy: The Environmentally Preferable Procurement
Policy, along with a brief policy description, is located on the City’s website at the following link:
http://www.sanjoseca.gov/esd/natural-energy-resources/epp.htm.
Environmental procurement
policies and activities related to the completion of any Work will include, whenever practicable, but
are not limited to:
The use of recycled and/or recyclable products in daily operations (i.e. 30%, 50%, 100% PCW
paper, chlorine process free, triclosan free hand cleaner, etc.);
The use of energy-star compliant equipment;
The use of alternative fuel and hybrid vehicles, and implementation of protocols aimed at
increasing the efficiency of vehicle operation;
The implementation of internal waste reduction and reuse protocol(s); and
Water and resource conservation activities within facilities, including bans on individual serving
bottled water and the use of compostable food service products.

19. TERMINATION
19.1

For Convenience: The Director may terminate this Master Agreement and/or any Approved
Service Order(s) at any time and for any reason by giving the Consultant written notice of the
termination. The written notice must set forth the effective date of the termination, which must be
at least 7 Business Days’ after the date of the written notice.

19.2

For Cause: The Director may terminate this Master Agreement and/or any Approved Service
Order(s) immediately upon written notice for any material breach by the Consultant. If the Director
terminates the Master Agreement and/or any Approved Service Order(s) for cause and obtains the
same services from another consultant at a greater cost, the Consultant is responsible for such
excess cost in addition to any other remedies available to the City.

19.3

Delivery of Work: If the Director terminates the Master Agreement and/or any Approved Service
Order(s) – whether for convenience or for cause – the Director has the option of requiring the
Consultant to provide to the City any finished or unfinished Work Product prepared by the
Consultant up to the date of Consultant’s receipt of the written notice of termination.
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19.4

Compensation: The City will pay the Consultant the reasonable value of Work satisfactorily
rendered by the Consultant to the City up to the date of Consultant’s receipt of the written notice of
termination. For Work to be “satisfactorily rendered,” the Director must determine that the
Consultant provided the Work in accordance with the terms and conditions of this Master
Agreement and/or any applicable Approved Service Order. The Director will determine the
reasonable value of satisfactorily rendered Work based on the Schedule of Rates and Charges and
the Compensation Table attached to the appropriate Approved Service Order.

19.5

Receipt of Notice: For purposes of this provision, the Consultant’s receipt of the written notice of
termination will be determined based on the date of actual receipt or based on Subsection 20.2
below, whichever occurs first.

20. NOTICES
20.1

Manner of Giving Notice: All notices and other communications required by this Master
Agreement must be in writing, and must be made via e-mail, personal service or United States mail,
postage prepaid.

20.2

When Effective: A notice or other communication that is e-mailed is effective when sent provided
the sender receives an acknowledgement from the intended recipient (e.g. return receipt, return email, or other written acknowledgement). A notice or other communication that is personally
serviced is effective when personally delivered. A notice or other communication that is mailed is
effective 3 Business Days after deposit in the United States mail.

20.3

To Whom Given: All notices and other communications between the parties regarding a specific
Approved Service Order must be given to the individuals identified in the Approved Service Order.
All notices and other communications between the parties regarding the Master Agreement must
be given to the individuals identified below using the appropriate contact information for giving
notice:

20.4

To the City:

City of San José
Finance Department
Attn: Director of Finance
200 East Santa Clara Street, 13th Floor
San José, CA 95113-1905
(408) 535-7050
purchasing@sanjoseca.gov

To the Consultant:

Global Solutions Group, Inc.
Attn: Lisa Salvador
Address: 25900 Greenfield Rd, Suite 220
City, State Zip: Oak Park, MI 48237
Phone: (248) 291-5440
email: lisas@globalsolgroup.com

Changing Contact Information: Either party may change its contact information for receiving
written notices and communications regarding the Master Agreement by providing notice of such
change to the other party pursuant to this Section 20.

21. MISCELLANEOUS
21.1

Gifts Prohibited: The Consultant represents that it is familiar with Chapter 12.08 of the San José
Municipal Code, which generally prohibits a City officer or designated employee from accepting

Form Name: Master Consultant Agreement (Non-Capital Projects)
Form/File No.: 1348133/T-32026
City Attorney Approval Date: September 2016

Page 12 of 31

Consultant: Global Solutions Group, Inc.
June 2021

any gift. The Consultant shall not offer any City officer or designated employee any gift prohibited
by Chapter 12.08. The Consultant’s violation of this Subsection 21.1 is a material breach.
21.2

Disqualification of Former Employees: The Consultant represents that it is familiar with Chapter
12.10 of the City’s Municipal Code, which generally prohibits a former City officer and former
designated employee from providing services to the City connected with his/her former duties or
official responsibilities. The Consultant shall not use either directly or indirectly any officer,
employee or agent to perform any services if doing so would violate Chapter 12.10. The
Consultant’s violation of this Subsection 21.2 is a material breach.

21.3

Waiver of a Violation: The City’s waiver of any violation of this Master Agreement by the
Consultant is not a waiver of any other violation by the Consultant.

21.4

Acceptance of Services Not a Waiver: The City’s acceptance of any service or deliverable is not
a waiver or release of any professional duty of care applicable to such service or deliverable, or of
any right of indemnification, any insurance requirements, or any other term or condition of this
Master Agreement.

21.5

Compliance with Laws: The Consultant shall perform all services consistent with all applicable
federal, state and local laws, ordinances, codes and regulations. This obligation is not limited in
any way by the Consultant’s obligation to comply with any specific law, ordinance, code or
regulation set forth elsewhere in this Master Agreement.

21.6

Business Tax: The Consultant represents and warrants that it currently has a City business tax
certificate or exemption, if qualified, and will maintain such certificate or exemption for the Master
Agreement term.

21.7

Assignability: Except to the extent this Master Agreement authorizes the Consultant to use
Subcontractors, the Consultant shall not assign any part of this Master Agreement without the
Director’s prior written consent. The Director, at the Director’s discretion, may terminate this Master
Agreement if a violation of this provision occurs.

21.8

Governing Law:
Agreement.

21.9

Disputes: Any litigation resulting from this Master Agreement will be filed in and resolved by a
federal or state court in California.

21.10

Survival of Provisions: If a court finds any part of this Master Agreement unenforceable, all other
parts shall remain enforceable.

21.11

Headings: The section and exhibit headings are for convenience only and are not to be used in its
construction.

21.12

Other Public Agency Purchases: This Master Agreement resulted from a competitive bid through
RFP 18-19-01 for As-Needed Cybersecurity Products & Services issued on May 8, 2019 pursuant to
Chapter 4.12 of the San José Municipal Code. Other local and state government agencies may enter
into agreement(s) based on the same material terms, conditions, and pricing. The local or state
government agency shall accept sole responsibility for placing orders, arranging deliveries and/or
services, and making payments to the Consultant. The City of San José will not be liable or
responsible for any obligations, including but not limited to, financial responsibility in connection with
these agreement(s).

21.13

Counterparts: This Master Agreement may be executed in any number of counterparts and by each
Party in separate counterparts, each of which when so executed and delivered shall be deemed to
be an original and all of which taken together shall constitute one and the same instrument.

California law governs the construction and enforcement of this Master
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21.14

Use of Electronic Signatures: Unless otherwise prohibited by law or City policy, the Parties agree
that an electronic copy of a signed contract, or an electronically signed contract, has the same force
and legal effect as a contract executed with an original ink signature. The term “electronic copy of a
signed contract” refers to a writing as set forth in Evidence Code Section 1550. The term
“electronically signed contract” means a contract that is executed by applying an electronic signature
using technology approved by the City.

IN WITNESS WHEROF, the City and Consultant have caused this Master Agreement to be executed
by their respective duly authorized representatives as follows.
NOTE: The Consultant must make one of the following representations by placing its initials in the space
provided. The City will not process the Master Agreement unless the Consultant has initialed one of
the provisions.
__

The Consultant certifies that the Consultant has a permanent place of business in California or is
registered with the California Secretary of State to do business in California. The Consultant will
file a California tax return and withhold on payments of California source income to nonresidents
when required. If the Consultant ceases to have a permanent place of business in California or
ceases to do any of the above, the Consultant will promptly notify the City at the address specified
in Subsection 20.3 of this Master Agreement.

Or
____

If the Consultant is unable to make the above certification, the Consultant acknowledges and
agrees to provide the City with the applicable tax forms issued by the Internal Revenue Service
and California Franchise Tax Board, as applicable, as specified in Section 10.8 of this Master
Agreement.

City of San José

Consultant

By _________________________________________

By _________________________________________

Jennifer Cheng
Deputy Director, Finance

Date

Lisa Salvador
Vice President

Date

Approval as to Form (City Attorney):
By _________________________________________
Form Approved by the Office of the City
Attorney
(Maximum Total Compensation is $100,000 or less, and
standard provisions of the form are not altered.)

Sahil Shah
Chief Financial Officer

Date

Approved as to Form:
_____________________________
[Sr.] Deputy City Attorney

_______
Date
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Exhibit A
Master City of San José Consultant Agreement
Approved Service Order Form
(Non-Capital Projects)

Cover Page
1a.

Intentionally Omitted

1b.

AC Contract No.: [Insert AC No.]

2.

Approved Service Order No. [Insert Number]

3.

Consultant’s Name: Spruce Technology, Inc.

4.

Project Name: [Insert Name of Project for which Consultant will provide services] (“Project”)

5.

Project Location: [Insert the location of the Project, if applicable]

6.

The Consultant and the City will implement this Approved Service Order in accordance with the Master Agreement, this cover page and
Attachments “A” (Tasks), “B” (Terms and Conditions), and “C” (Compensation Table), and Exhibit “D” (Schedule of Specific Services)
which are incorporated herein by references.

7.

Budget/Fiscal:
a. Current unencumbered amount in Master Agreement:

$

b. Maximum Service Order Compensation for this Approved Service Order:

$

c. New unencumbered balance in Master Agreement (7.a – 7.b):

$

d. Appropriation Certification: I certify that an unexpended appropriation in the amount of the Maximum Service Order Compensation
is available in the following fund(s) and that such fund(s) will be encumbered to pay for this Approved Service Order.
Fund: ____________

Appn: ____________

RC: ____________

Amount: $_____________

Fund: ____________

Appn: ____________

RC: ____________

Amount: $_____________

Fund: ____________

Appn: ____________

RC: ____________

Amount: $_____________

Authorized Signature: ____________________________________________

Date:

__________

8.

Division Analyst Approval:

Date:

__________

9.

Consultant Approval:

Date:

__________

10.

Approval as to Form (City Attorney):
Service Order Form Approved by the Office of the City Attorney
(Maximum Service Order Compensation is $100,000 or less, and the provisions of the service order form are not altered.)
Approved as to Form:

Date:

__________

Date:

__________

(Sr.) Deputy City Attorney
11.

City Director Approval:
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Attachment A: Tasks
The Consultant shall provide the services and deliverables set forth in this Attachment A. The Consultant
shall provide all services and deliverables required by this Attachment A to the satisfaction of the City’s
contract manager.

General Description of Project for which Consultant will Provide Services: [Insert a general project
description to provide context for the tasks.]
____________________________________________________________________________________
Task No. 1: [Insert title of deliverable.]
A. Services: [Insert a description of the services required to perform or develop the deliverable. See
the instructions for a sample list of questions that should be answered by the description.]
B. Deliverable: [Insert a description of the deliverable.]
C. Completion Time: The Consultant must complete the services and deliverable for this task in
accordance with whichever one of the following time is marked:
On or before the following date: _________________________________.
On or before ____ Business Days from _______________________________________.

Task No. 2: [Insert title of deliverable.]
A. Services: [Insert a description of the services required to perform or develop the deliverable. See
the instructions for a sample list of questions that should be answered by the description.]
B. Deliverable: [Insert a description of the deliverable.]
C. Completion Time: The Consultant must complete the services and deliverable for this task in
accordance with whichever one of the following time is marked:
On or before the following date: _________________________________.
On or before ____ Business Days from _______________________________________.

Task No. 3: [Insert title of deliverable.]
A. Services: [Insert a description of the services required to perform or develop the deliverable. See
the instructions for a sample list of questions that should be answered by the description.]
B. Deliverable: [Insert a description of the deliverable.]
C. Completion Time: The Consultant must complete the services and deliverable for this task in
accordance with whichever one of the following time is marked:
On or before the following date: _________________________________.
On or before ____ Business Days from _______________________________________.
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Attachment B: Terms and Conditions
1.

City’s Contract Manager: The City’s contract manager for this Approved Service Order
is:

Name:

Phone No.:

Department:

E-mail:

Address:
2.

Consultant’s Contract Manager and Other Staffing: Identified below are the following:
(a) the Consultant’s contract manager for this Approved Service Order, and (b) the
Consultant(s) and/or employee(s) of the Consultant who will be principally responsible for
providing the services and deliverables. If an individual identified below does not have
a current Form 700 on file with the City Clerk for a separate agreement with the City,
and is required to file a Form 700, the Consultant must comply with the requirements
of Subsection 17.2 of the Master Agreement, entitled “Filing Form 700.”

Required to File Form 700?
Consultant’s Contract Manager

Name:

Phone No.:

Address:

E-mail:

Yes

Yes

Already Filed
(Date Filed)

Need to File

Other Staffing
Name:

Assignment:

1.
2.
3.
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3.

Subconsultants: Whichever of the following is marked applies to this Approved Service
Order:
The Consultant can not use any subconsultants.
The Consultant can use the following subconsultants to assist in providing the
required services and deliverables:
Subconsultant’s Name

Area of Work

1.
2.
3.
4.

Reimbursable Expenses: If the Compensation Table set forth in Attachment C of this
Approved Service Order states that the City will reimburse the Consultant for expenses,
then only the expenses identified in Subsection 10.5.3 of the Master Agreement are
Reimbursable Expenses unless the following box is marked and additional reimbursable
expenses are set forth:
In addition to the expenses identified in Subsection 10.5.3 of the Master
Agreement, the following expenses are Reimbursable Expenses:
Additional Reimbursable Expense(s)

Mark-up

1. _________________________________________

_______

2. _________________________________________

_______

3. _________________________________________

________

Notwithstanding the foregoing, any additional reimbursable expense(s) set forth in
the above table will be disregarded if the Compensation Table states that the City
will not reimburse the Consultant for any expenses.
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Attachment C: Compensation Table

Fixed Fee
Fixed Fee
Fixed Fee

Time & Materials

Time & Materials

Time & Materials

Subconsultant costs are not separately compensable. The amount(s) in Column
4 of Part 1 include(s) subconsultant costs.
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Monthly

Monthly

Monthly

Monthly

Completion of Task(s)

Completion of Task(s)

Completion of Task(s)

Completion of Task(s)

Invoice Period

Column 3

Completion of Work

Completion of Work

Completion of Work

Completion of Work

$

$

$

$

$

$

$

Compensation

Column 4
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Maximum Service Order Compensation (sum of Parts 1 through 3):

Subconsultant costs are separately compensable in the maximum amount of:

Part 3 – Subconsultant Costs

Expenses are separately reimbursable in the maximum amount of:

Part 2 – Reimbursable Expenses

No expenses are separately reimbursable. The amount(s) in Column 4 of Part 1
include(s) payment for all expenses.

Fixed Fee

Basis of Compensation

Task Nos. from
Attachment A

Time & Materials

Column 2

Column 1

Part 1 – Compensation for Services and Deliverables

The City will compensate the Consultant for providing the services and deliverables set forth in Attachment A in accordance this Compensation Table. This Compensation Table is
subject to the terms and conditions set forth in the Master Agreement, including without limitation Section 10 of the Master Agreement.

Consultant: Global Solutions Group, Inc.
June 2021
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June 2021

Exhibit B: Schedule of Rates and Charges
(Non-Capital Projects)

The rates of compensation for the work to be performed under this Master Agreement shall not
exceed the following:
Description

Hourly Rate

IT Security Project Manager

$109.75

IT Senior Security Engineer

$119.50

IT Senior Security Manager

$134.50

IT Senior Security Analyst

$104.75

IT Mid-Level Security Analyst

$88.75

IT Junior Security Analyst

$68.75

These rates are fixed for the first two years from the Contract Date. Beginning on the third year,
Contractor may request, and the City reserves the sole discretion to agree, an adjustment in
these rates on an annual basis provided the Contractor can substantiate the basis for the
adjustment and the adjustment does not exceed increases in the Consumer Price Index (CPI) or
3%, whichever is less. Any City-approved increases in rates will require an amendment to this
Master Agreement.
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Exhibit C: Insurance Requirements
(Non-Capital Projects)
Contractor, at Contractor’s sole cost and expense, shall procure and maintain for the duration of this
Agreement, insurance against claims for injuries to persons or damages to property which may arise from,
or in connection with, the performance of the services hereunder by Contractor, its agents, representatives,
employees or subcontractors or suppliers.
I.

Minimum Scope and Limit of Insurance

There shall be no endorsements reducing the scope of coverage required below unless approved by the
City’s Risk Manager.
Type of Insurance
1
Commercial General Liability
The coverage provided by Insurance Services Office “occurrence” form
CG 0001, including coverages for contractual liability, personal
injury/advertising injury, products/completed operations, broad form
property damage, independent contractors, products and completed
operations.
2
Automobile Liability
The coverage provided by Insurance Services Office form number CA
0001. Coverage shall be included for all owned, non-owned and hired
automobiles.
3
Workers’ Compensation and Employer Liability
A: Workers Compensation as required by Statute and as required by
the Labor Code of the State of California.
B: Employers’ Liability
4

Professional Errors and Omissions

Including coverages for negligent acts, errors, or omissions arising from
professional services provided under this contract, with any deductible
not to exceed $25,000 each claim.
5
Cyber & Technology Errors & Omission
Technology/professional liability insurance and data protection liability
insurance covering liabilities for financial loss resulting or arising from
acts, errors, or omissions, in rendering services provided under this
agreement as well as all Vendor costs and fees, including damages it is
obligated to pay Client or any third party, which are associated with
damaged, lost or corrupted data. This may be met through a standalone
policy or included as a component in a Commercial General Liability
Policy.
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Minimum Limit
$1,000,000 per
occurrence for bodily
injury, personal injury
and property damage
or $2,000,000 annual
aggregate.
$1,000,000 combined
single limit per
accident for bodily
injury and property
damage.
Coverage A: Statutory
Coverage B:
$1M each accident
$500K each employee
injury by disease
$1M policy limit for
disease
Not less than
$1,000,000 per claim.

Not less than
$5,000,000 each
occurrence.
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II.

Deductibles and Self-Insured Retentions

Any deductibles or self-insured retentions must be declared to, and approved by, the City’s Risk Manager.
At the option of the City, either: the insurer shall reduce or eliminate such deductibles or self-insured
retentions as respects the City, its officials, employees, agents and contractors; or the Contractor shall
procure a bond guaranteeing payment of losses and related investigations, claim administration and
defense expenses in an amount specified by the City’s Risk Manager.
III.

Other Insurance Provisions

The policies are to contain, or be endorsed to contain, the following provisions:
1.

2.

General Liability and Automobile Liability Coverages
a.

The City, its officials, employees, and agents are to be covered as additional insureds
as respects: liability arising out of activities performed by, or on behalf of, Contractor;
products and completed operations of Contractor; premises owned, leased or used
by Contractor; or automobiles owned, leased, hired or borrowed by Contractor. The
coverage shall contain no special limitations on the scope of protection afforded to
the City, its officials, employees, and agents.

b.

Contractor’s insurance coverage shall be primary insurance as respects the City, its
officials, employees, and agents. Any insurance or self-insurance maintained by the
City, its officials, employees, and agents shall be excess of Contractor’s insurance
and shall not contribute with it.

c.

Any failure to comply with reporting provisions of the policies shall not affect
coverage provided to the City, its officials, employees, or agents.

d.

Coverage shall state that Contractor’s insurance shall apply separately to each
insured against whom claim is made or suit is brought, except with respect to the
limits of the insurer’s liability.

e.

Coverage shall contain a waiver of subrogation in favor of the City, its officials,
employees, and agents.

Workers’ Compensation and Employers Liability
Coverage shall be endorsed to state carrier waives its rights of subrogation against the
City, its officials, and agents.

3.

All coverages
Each insurance policy required by this clause shall be endorsed to state that coverage shall
not be suspended, voided, canceled, reduced in coverage or in limits except after thirty
(30) days’ prior written notice has been given to the City; except that ten (10) days’ prior
written notice shall apply in the event of cancellation for non-payment of premium.

IV.

Acceptability of Insurance

Insurance is to be placed with insurers acceptable to the City’s Risk Manager.
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V.

Verification of Coverage

Contractor shall furnish the City with certificates of insurance and with original endorsements affecting
coverage required by this clause. The certificates and endorsements for each insurance policy are to be
signed by a person authorized by that insurer to bind coverage on its behalf.
Copies of all the required ENDORSEMENTS shall be attached to the CERTIFICATE OF INSURANCE
which shall be provided by Contractor’s insurance company as evidence of the stipulated coverages.
Proof of insurance shall be either emailed in pdf format to: Riskmgmt@sanjoseca.gov, or mailed to the
following postal address (or any subsequent email or postal address as may be directed in writing by the
Risk Manager):
City of San José – Finance Department
Risk & Insurance
200 East Santa Clara St., 14th Floor
San José, CA 95113-1905
VI.

Subcontractors

Contractor shall include all subcontractors as insureds under its policies or shall obtain separate certificates
and endorsements for each subcontractor.
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Exhibit D: Schedule of Specific Services
(Non-Capital Projects)
The Consultant shall provide the schedule of services set forth in this Exhibit. The Consultant shall provide
all services required by this Exhibit to the satisfaction of the City’s contract manager.

General Description of Project for which Consultant will Provide Services:
Supplemental Advanced Cybersecurity Services

As-Needed

____________________________________________________________________________________
The following Services may be requested by the City on an as-needed basis. Note that 3 Years of
relevant experience may substitute for an MA/MS degree, and 5 Years of relevant experience may
substitute for a BA/BS degree.
Service No. 1: IT Security Project Managers
Description: IT Security Project Managers work with a project team and oversee the implementation
of security systems for the protection of facilities, personnel, data, and assets. Using a combination of
management skills and specific security system knowledge, they coordinate the security project through
its progressive stages, with the goal of project completion within specified time and budget constraints.
This role requires a PMP certification with at least 5 years of relevant experience. IT Security Project
Managers typically initiate, supervise, develop, and/or manage specifications and requirements from
the project’s inception to conclusion for complex to extremely complex programs. IT Security Project
Managers provide strategic advice, execution guidance, and expertise to program and project staff and
also provide detailed analyses, evaluations, and recommendations for improvements, optimizations,
and development for mission critical challenges/issues.
Service No. 2: IT Senior Security Engineers
Description: IT Senior Security Engineers implement and monitor security measures for the protection
of computer systems, networks, and information. They also identify and define system security
requirements, design computer security architecture, develop detailed cyber security designs, prepare
and document standard operating procedures and protocols, configure and troubleshoot security
infrastructure devices, develop technical solutions and new security tools to help mitigate security
vulnerabilities, automate repeatable tasks, and ensure that the organization knows as much as
possible, as quickly as possible about security incidents and writes comprehensive reports including
assessment-based findings, outcomes, and propositions for further system security enhancements. IT
Senior Security Engineers have over 10 years of experience and a MA/MS degree and will typically
work on high-visibility or mission critical aspects of a given program and perform all functional duties
independently. IT Senior Security Engineers may be required oversee the efforts of less senior staff
and/or be responsible for the efforts of all staff assigned to a project.
Service No. 3: IT Senior Security Managers
Description: IT Senior Security Managers are responsible for monitoring the security operations for
any organization or company. They implement security policies, regulations, rules, and norms and
make sure that the environment in the organization is safe for employers and visitors. IT Senior Security
Managers have over 10 years of experience and a MA/MS degree, and they typically work on highvisibility or mission critical aspects of a given program, perform all functional duties independently, may
oversee the efforts of less senior staff, and/or may be responsible for the efforts of all staff assigned to
a project.
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Service No. 4: IT Senior Security Analysts
Description: IT Senior Security Analysts plan and implement security measures to protect computer
systems, networks, and data; stay up to date on the latest intelligence, including hackers’
methodologies to anticipate security breaches; and are responsible for preventing data loss and service
interruptions by researching new technologies that will effectively protect a network. IT Senior Security
Analysts have over 10 years of experience and a MA/MS degree. A Senior Security Analyst typically
works on high-visibility or mission critical aspects of a given program and performs all functional duties
independently. A Senior Security Analyst may oversee the efforts of less senior staff and/or be
responsible for the efforts of all staff assigned to a project.
Service No. 5: IT Mid-Level Security Analysts
Description: IT Mid-Level Security Analysts assist IT Senior Security Analysts in planning and
implementing security measures to protect computer systems, networks, and data and anticipating
security breaches, data loss and service interruptions. IT Mid-Level Security Analysts have 4 to 10
years of experience, at least BA/BS, and typically perform all functional duties independently.
Service No. 6: IT Junior Security Analysts
Description: IT Junior Security Analysts assist IT Senior and Mid-Level Security Analysts in the
implementation of security measures to protect computer systems, networks, and data, have up to 3
years of experience and a BA/BS degree, and are responsible for assisting more senior positions and/or
performing functional duties under the oversight of more senior positions.
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Exhibit E: Information Technology and Security Requirements
The requirements checked below define the City’s Information Technology and Security Requirements as
they pertain to this Agreement. Contractor shall comply with the following requirements in providing all
Information Technology-related software, services, and equipment.
1. Privacy and Disclosure
Contractor agrees in the performance of services to comply with City’s Privacy and Disclosure Policy,
Exhibit F. Contractor shall ensure that all webpages that it creates are consistent with the Policy.
Contractor further agrees that it shall treat all information received through the performance of this
Agreement in strict accordance with the Policy.
Personal identifying information, financial account information, and restricted City information, whether in
electronic format or hard copy, must be secured and protected at all times to prevent unauthorized access.
At a minimum, Contractor shall encrypt and password-protect electronic files, store and process City data
only in North America, and adhere to any applicable security standards, including the National Institute for
Standards and Technology CSF/800-14/800-53/800-82, International Organization for Standardization
15408/27001/27002, International Society for Automation ISA-62443 series, Payment Card Industry PCIDSS, Underwriters Laboratory, Health Insurance Portability and Accountability Act, Federal Risk and
Authorization Management Program FedRAMP, U.S. Department of Justice/Federal Bureau of
Investigation Criminal Justice Information Services Security Policy, et al., as may be amended or updated.
This includes data saved to host locations, computers, connected devices, and storage devices.
2. Payment Card Industry Requirements
Contractor agrees to comply with the City’s Payment Card Industry (PCI) Requirements in the performance
of the services provided under this Agreement [insert cross reference if applicable]
3. Warranty for Services and Software Customizations
Contractor warrants to City that Contractor shall render all Services and software customizations provided
under this Agreement with reasonable care and skill and warrants that they will function per the approved
business requirements and design under ordinary use and operation in conformance with the specifications
and documentation. Additionally, Contractor shall warrant its Services and software customizations for a
period of one (1) year after Final System Acceptance [insert cross reference where defined if applicable]
(“Warranty Period”). During the Warranty Period, City will notify Contractor if any Services or software
customizations do not conform to City’s specifications as contained in the Scope of Services [insert cross
reference if applicable]. Upon receipt of such notice, Contractor will investigate the warranty claim. If this
investigation confirms a valid warranty claim, Contractor shall (at no additional cost to the City) repair the
defective Services or software customizations. The one (1) Warranty Period is reset for any repaired or
replaced item(s), beginning upon City acceptance of the repaired or replaced item(s). If despite its
reasonable efforts, Contractor is unable to provide the City with Services or software customizations in
compliance with the foregoing warranty, City may pursue its remedy at law to recover direct damages
resulting from the breach of this warranty.
4. Warranty for Software
Unless otherwise stated in the Software License Agreement [insert cross reference if applicable], Contractor
warrants the Contractor Software for one (1) year from the date of Final System Acceptance in accordance
with the terms of the Software License Agreement and the provisions of Section 5.
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5. Operability
Contractor warrants that the Software and any customizations will be delivered to the City malware free
and does not contain any timers, counters, or preprogrammed devices that will cause the Software to
become erased, inoperable, or incapable of processing in the manner as documented in [insert cross
reference if applicable].
6. Upgrades
Contractor agrees to maintain the Software to operate on all compatible upgrades of the hardware product
line and operating systems used by City and specified in the Software License Agreement.
7. New Media
Media upon which any Software or software customizations are delivered to City by Contractor:
7.1

Shall be new and free from defects in manufacture and materials;

7.2

Shall be manufactured in a good and workmanlike manner using a skilled staff fully
qualified to perform their respective duties;

7.3

Shall, during the Warranty Period, function properly under ordinary use and operate in
conformance with the specifications; and

7.4

In the event that media on which any Software Application, Customer Software, or Third
Party Application Software is delivered is defective and cannot be read or utilized for its
intended purpose by Contractor supplied or approved equipment, Contractor shall
replace the defective media as soon as possible. Any delays occasioned by the failure
of new media shall not be considered excusable delay.

8. Confidential Information
8.1

Confidentiality

All data and information generated, collected, developed, discovered, or otherwise saved in the
System exclusively for the City (collectively the “Data”) by the Contractor in the performance of
this Agreement are confidential and must not be disclosed to any person except as authorized
by City or as required by law.
8.2

Ownership of Materials

City and Contractor agree that Contractor shall own the entire right, title, and interest, including
patents, copyrights, and other intellectual property rights, in and to all tangible materials,
inventions, works of authorship, software, information, and data solely conceived or developed
by Contractor in the performance of the project, and developed using Contractor’s facilities or
personnel. City and Contractor agree that City shall own the entire right, title, and interest,
including all patents, copyrights, and other intellectual property rights, in and to all tangible
materials, inventions, works of authorship, software, information, and data solely conceived or
developed by City’s facilities or personnel. Technology that is jointly developed using both City
and Contractor personnel and facilities shall be jointly owned
8.3

Ownership of Data

The City shall maintain ownership and control of the Data throughout the Agreement period and
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in perpetuity. Contractor shall have the right to use the Data solely to perform Services under
this Agreement with the City. Contractor may not use the Data, a subset of the Data, and/or a
summary of the Data, or, cause or permit the Data, a subset and/or a summary thereof, to be
used by any third party, outside the Scope of this Agreement without the express written consent
of the City. Contractor shall provide City with a copy of the Data in a mutually agreed upon
format at regular intervals and at such additional times as the City deems appropriate.
Contractor warrants that throughout all operational and maintenance activities the accuracy of
the Data will be preserved.
8.4

Security

Contractor shall maintain effective controls and security to protect the Data, including conducting
daily and incremental backups to a redundant data storage location, providing redundant power,
internet, site redundancy, and emergency recovery procedures.
8.5

Copies of Data / Exit Strategy

Upon request of the City or in the event this Agreement is terminated, Contractor shall work with
the City to ensure a smooth transition of all Data and Software to the City’s new environment,
including, but not limited to, providing the City with a copy of current source code, support
materials, and sufficient time to effect the transition. City agrees to only use such code and
materials to support the City’s use of the Software. Additionally, upon request by the City and
at no additional cost, Contractor shall provide City with a database export of the Data in a format
acceptable to the City. At the termination of this Agreement, all Data at the Contractor’s (or
Contractor’s subcontractor’s) facilities shall be purged when the City confirms that it has
received a satisfactory copy of the Data. Contractor shall provide written verification to the City
once all City Data has been purged.
All City Data provided to Contractor for the performance of the services specified herein is
owned by the City and must be returned to the City upon contract termination.
8.6

Enforcement

The City and Contractor agree that damages are not adequate and no adequate remedy at law
exists for any threatened or actual disclosure or use of information by Contractor in violation of
the provisions of this Agreement. Accordingly, Contractor consents to the entry of an injunction
against threatened or actual disclosure or use of the information in violation of any provision of
this Agreement.
9. Security Requirements
9.1

Privileged Information

Contractor shall provide any and all information systems security findings and recommendations
under privileged access, or a similar level of protection, in order to guard against revealing
potential security issues that put the City, citizens, and businesses at risk.
9.2

Secure Transmission

Contractor shall provide any and all information systems security findings, recommendations,
and work materials via a secure file transfer method accessible by the City.
9.3

Secure Access

Contractor shall have all equipment, materials, and support necessary to remotely connect to
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the City servers and computers via a secure connection per City access protocols. The City will
provide secure VPN access into the network to the Contractor as required. On-site access will
also be provided as needed and as mutually agreed by the parties.
9.4

Security Policy and Standards

Contractor shall adhere to the City’s Information and System Security Policy and Information
Security Standard Handbook or any other similar standard such as NIST SP800-53, ISO 27005,
CIS, or COBIT, in providing the services.
9.5

Security Controls

Contractor shall implement security controls in accordance with the City’s Security Policy and
Standards or any other acceptable standard to assess any solution prior to first release or
release of any major improvement or enhancement. Contractor’s solution must be audited by a
third party at least once a year and results shall be share with City along with regular updates
on risk mitigation.
9.6

Limited Access

If necessary for the fulfillment of the Agreement, City may provide Contractor with non-exclusive,
limited access to the City’s information technology infrastructure. Contractor shall abide by all
City policies, standards, regulations, and restrictions regarding access and usage of City’s
information and communication technology resources. Contractor shall enforce all such
policies, standards, regulations, and restrictions with all Contractor’s employees, agents, and
any tier of subcontractor granted access in the performance of this Agreement and shall only
grant such access as may be necessary for the purpose of fulfilling the requirements of this
Agreement.
9.7

Compromised Security

In the event that Data collected or obtained by the Contractor in connection with this Agreement
is believed to have been compromised, Contractor shall notify the City immediately. Contractor
agrees to reimburse the City for any costs it incurs to resolve potential breaches incurred due
to the Contractor, including, where applicable, the cost of assisting individuals who may be
impacted by the Contractor’s breach.
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Exhibit F: Privacy and Disclosure Policy
The purpose of this statement is to define the City of San José’s policy with regard to the collection and use
of personally identifiable information (PII). PII is any information relating to an identified or identifiable
individual who is the subject of the information. Users of City systems should be informed of the following:
The City of San José collects two kinds of customer information: (1) anonymous and (2) personally
identifiable information (PII).
1

ANONYMOUS INFORMATION

This type of information does not identify specific individuals and is automatically transmitted. This
information consists of:
The URL (Uniform Resource Locator or address) of the web page user previously visited.
The domain names and/or IP addresses which are numbers that are automatically assigned to City
computers whenever users are connected to the Internet or World Wide Web.
The browser version users are using to access the site.
This information is used to help improve the City’s systems. None of the information can be linked to an
individual.
2

PERSONALLY IDENTIFIABLE INFORMATION (PII)

This type of information could include name, address, email address, telephone number, or credit/debit
card information. The City will make every reasonable effort to protect City privacy. It restricts access to
City personal identifiable information to those employees who will respond to City request. The City does
not intentionally disclose any personal information about Contractor customers to any third parties or
outside the City except as required by law or by the consent of the person providing the information.
The City only collects personally identifiable information that is required to provide service. User can decline
to provide us with any personal information. However, if user should choose to withhold requested
information, the City may not be able to provide user with the online services dependent upon the collection
of that information.
3

ACCESS TO PERSONALLY IDENTIFIABLE INFORMATION

Access to personally identifiable information in public records at local levels of government in San José is
controlled primarily by the California Public Records Act (Government Code Section 6250, et. seq.).
Information that is generally available under the Public Records Act may be posted for electronic access
through the City’s Web Site. While the Public Records Act sets the general policies for access to City
records, other sections of the California code as well as federal laws also deal with confidentiality issues.
4

EMAIL ADDRESSES

Email addresses obtained by the City will not be sold or given to other private companies for marketing
purposes. The information collected is subject to the access and confidentiality provisions of the Public
Records Act, other applicable sections of the California code as well as Federal laws. Email or other
information requests sent to the City may be maintained in order to respond to the request, forward that
request to the appropriate City within the City, communicate updates to the City page that may be of interest
to citizens, or to provide the City staff with valuable customer feedback to assist in improving the site.
Individuals can cancel any communications regarding new service updates at any time.
5

USE OF “COOKIES”

Some City applications use “cookies”. A cookie is a small data file that certain web sites write to City hard
drive when user visit them. A cookie file can contain information such as a user id that the site uses to track
the pages user have visited. But the only personal information a cookie can contain is information supplied
by user. A cookie is only a test file and cannot read data off user’s hard disk or read cookie files created
by other sites. Cookies can track user traffic patterns, recognize users computer’s browser when user
return, and could provide personalized content without requiring sign-in.
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User can refuse cookies by turning them off in user browser. However, they may be required to use some
of the web applications on the City’s Web Site.
6

SECURITY

The City of San José is committed to data security and the data quality of personally identifiable information
that is either available from or collected by City’s systems and has taken reasonable precautions to protect
such information from loss, misuse, or alteration.
7

CONTRACTUAL SERVICES FOR THE CITY’S SYSTEMS

To ensure that contractors who have access to or provide contractual services for the City are not allowed
to re-sell or in any way share or convey to another party or use it for another purpose any information that
they may have access to in the course of doing business for the City; all City contracts regarding such
services should contain a requirement that the Contractor must comply with the City’s IT and Security
Policies, to include PII and any other sensitive data.
8

ELECTRONIC SIGNATURES AND PAYMENTS

The City of San José is committed to data security and the data quality of personally identifiable information
that is either available from or collected by Contractor web site and has taken reasonable precautions to
protect such information from loss, misuse, or alteration. When a City application accepts credit cards or
any other particularly sensitive information for any of its services, it encrypts all ordering information, such
as the customer's name and credit card number, in order to protect its confidentiality.
9

DISCLAIMER

City systems should contain a disclaimer substantially containing the following information:
9.1
The City of San José is neither responsible nor liable for any delays, inaccuracies, errors, or
omissions arising out of user’s use of City systems or with respect to the material contained, including
without limitation, any material posted on the Site nor for any viruses or other contamination of user’s
system. City sysems and all materials contained on it are distributed and transmitted “as is” without
warranties of any kind, either express or implied, including without limitations, warranties of title or
implied warranties of merchantability or fitness for a particular purpose. The City of San José is not
responsible for any special, indirect, incidental, or consequential damages that may arise from the use
of, or the inability to use, the City systems and/or the materials contained on the City systems whether
the materials contained on the City systems are provided by the City of San José or a third party. The
City of San José is neither responsible nor liable for any viruses or other contamination of user’s system.
9.2

Access to Information

Unless otherwise prohibited by state or federal law, rule or regulation, user will be granted the ability to
access and correct any personally identifiable information. The City will take reasonable steps to verify
user’s identity before granting such access. Each City service that collects personally identifiable
information will allow or review and update of that information.
9.3

Non-City Systems

Non-City systems may be linked through City systems. Many Non-City systems may or may not be
subject to the Public Records Act and may or may not be subject to other sections of the California
code or federal law. Visitors to such sites are advised to check the privacy statements of such sites
and to be cautious about providing personally identifiable information without a clear understanding of
how the information will be used.
9.4
The City is not responsible for, and accepts no liability for, the availability of these outside
resources. Linked systems are not under the control of, nor maintained by, the City, and the City is not
responsible for the content of these systems, which can and do change frequently. In addition, inclusion
of the linked systems does not constitute an endorsement or promotion by the City of any persons or
organizations sponsoring the linked systems.
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